USAID CLASSIFIED INFORMATION SYSTEM USER AGREEMENT



This document outlines an agreement between the U.S Agency for International 

Development (USAID) and an information system user authorized to access classified national security information.

1. The USER agrees to abide by all Federal and USAID policies and procedures governing the access to and processing of classified national security Information.

2. The USER agrees to accept responsibility for safeguarding classified national security information from unauthorized disclosure, compromise, misuse, theft, sabotage or tampering

3. The USER agrees to use only information system hardware and software that has been approved for processing classified national security information.

4. The USER agrees to properly store all classified data on marked and labeled removable media (e.g., floppy disks, removable hard drives.).

5. The USER agrees to properly store media, when not in use, in an approved GSA 

Class 5 or Class 6 security container.  USERS working in Main State must store media in approved bar locked containers with an S & G 8077A combination padlock.

6. The USER agrees to immediately notify the site information systems security officer

(ISSO) or the Office of Security (SEC) of any real or suspected security incident.

7. The USER agrees to promptly notify the ISSO of any indications that the system is

 not operating properly.

8. The USER agrees to promptly notify the ISSO when  there is no longer a requirement 

or need for continued access to classified national security information.

9. The USER agrees to promptly notify the ISSO of any change in his/her duty assignment.



AGREEMENT

      I agree to abide by this agreement knowing any violation of established Federal or USAID policies or procedures may result in a security violation, administrative action, civil or criminal prosecution, or termination of employment.



PRINTED NAME

     

SIGNATURE
OFFICE/MISSION

     

BUILDING/ROOM

     
OFFICE PHONE

NUMBER      

DATE (MM/DD/YYYY)
     


AID 552-2 (04/2001)

