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USAID Information System Owner Letter of Acknowledgement
	The following person is designated as the System Owner for the       system, a (  FORMCHECKBOX 
 major application or  FORMCHECKBOX 
 general support system, check as appropriate):

	

	System Owner Name
	     

	Office
	     

	Position Title
	     

	Telephone Number
	     

	E-mail Address
	     

	I have reviewed the System Owner responsibilities and I understand that I am responsible for ensuring compliance with information security requirements.

Signature                                                                                                                                       Date      

	The following people are noted as the corresponding Business Owner and Program Manager:

	Business Owner Name
	     

	E-mail Address
	     

	Program Manager Name
	     

	E-mail Address
	     

	Review and Concurrence (by the Chief Information Security Officer)

	Name:

William Morgan
	Title:

USAID Chief Information Security Officer (CISO)

	Signature:
	Date:

     

	Comments:

     


System Owner Acknowledgment of Responsibilities
	The System Owner shall:

· Be a Federal Government Employee of the agency.

· Be responsible for coordinating information technology security regulations and requirements as derived from the USAID ISSO Handbook and guidance from the NIST SP 800-37 Rev 1.  

· Will manage responsibilities for the overall procurement, development, integration, modification, or operation and maintenance of the information system, and may rely on the assistance and advice of the Information System Security Officer and other IT staff in the implementation of security responsibilities.

· Assign an Information System Security Officer for each IT system and ensure appointment, in writing.

· Be responsible for the overall procurement, development, integration, modification, operation, maintenance and implementation of security controls of an information system

· Incorporate security requirements in the acquisition process and throughout the lifecycle of the IT system.

· Ensure the development of an Interconnection Security Agreement and Memorandum of Understanding/Agreement documenting the provisions for interconnecting with other systems, if applicable, and the rules for such interconnections and data sharing.

· Inform the CISO of the need to conduct a C&A of the information system.

· Ensure the System is added to the official USAID FISMA Inventory (currently CSAM).

· Ensure adequate resources are available for the C&A efforts and other security-related efforts.

· Provide the requisite security training in use and protection of the system and its data for the system users and support personnel.

· Attend security awareness and related training programs and distributing security awareness information to the user community as appropriate.

· Coordinate, if required, with responsible parties to ensure that protective measures for physical security threats such as deadbolt locks on doors, placement of electrical wiring, etc., are in place.

· Provide compliance with all legal requirements concerning the use of commercial proprietary software, e.g., respecting copyrights and obtaining the proper licenses.


	The System Owner may delegate day-to-day authority, as applicable, to a Program Manager or other agency official with statutory or operational authority for specified information to perform the following duties:

· Provide and maintain all documentation as required for the certification and accreditation process Retain the security assessment results from the certifying agent

· Take appropriate steps to reduce or eliminate vulnerabilities

· Complete the annual self-assessment 

· Be responsible for ensuring the development and maintenance of a system security plan 

· Be responsible for the deployment and operation of the system according to the security requirements in the system security plan.

· Provide the continuous monitoring of an information system providing oversight and monitoring of the security controls in the information system on an ongoing basis and to inform the authorizing official when changes occur that may impact on the security of the system.

· Determine who is given access to the information system and the concomitant privileges.

· Establish the controls for the system generation, data collection processing, dissemination, and disposition.

· Establish rules for appropriate use and protection of the system data internally and when the data is shared with outside entities.

· Coordinate the development of a Contingency Plan and ensure that the plan is tested and maintained.

· Complete requests for certification and accreditation of computer systems in accordance with the published procedures.

· Maintaining an inventory of hardware and software within the program/development offices or field site facility.

· Submit the security accreditation package to the Authorizing Official (AO).

· Complete risk analyses to determine cost-effective and essential safeguards.

· Take appropriate steps to update the risk assessment and to reduce or eliminate vulnerabilities after receiving the security assessment results.

· Establish system-level plans of action and milestones (POA&Ms) and implement corrective actions to develop, implement, manage, and track actions as required by USAID, OMB and DHS.

· Report IT security incidents (including computer viruses) in accordance with established procedures.

· Report security incidents not involving IT resources to the appropriate security office.

· Provide input to appropriate IT security personnel for preparation of reports to higher authority concerning sensitive and/or national security information systems.
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FROM THE AMERICAN PEOPLE




