USAID Computer System Access Request
Please Complete the Form On-line then print to acquire signatures

Detailed Instructional Page

	* = Required fields or one of the options on that line.
** = If selected another section is required.
 Name:
First and last name of individual being granted system access

Job Title:
Job description (e.g., secretary, Economics Officer, program analyst, etc.)

Direct Hire
AID DH employees only. All others are contractors to the agency
Contract Employee
If contract employee selected ‘Contract Employee’ section must be completed
Visitor
Indicate applicable information and Duration if visitor or Mission person

Duration if Visit

US Citizen
You must select one of these
Foreign National
You must select one of these
Agency/Office/Bureau:
Office Designation (e.g., M/IRM, USOED/DAC, SEC, etc.)
Office Location:
Building, State Annex facility number, or Mission name

Action Type: 
Add – New account, user is requesting network access


Change – User is requesting a change to their existing account


Cancel – User is leaving the agency and their access is deleted 


Revalidate – This is a request for access status
Type of Action:
Indicate the mode of system access the user is authorized


Online – New account, user is requesting the standard network access


Remote – User is requesting Remote Access into the agency


Owner of Account – User is requesting to be the owner of the Functional Account

Functional Account – Request for a special account (e.g. Notice Sender, Helpdesk)
LAN User ID:
This ID will be created by Technical staff and written on form.
UNIX User ID:
The system manager must identify the access procedure the user will require for system identification and authentication. ID will be created by IRM staff and written on form.
Remote Access:
Token number, Date received, Name of receiver and Signature must be added at the time the token is received. RAS Support or Mission System Manager will add the Token Number.
Contract Employee: (This is a required section for all contract employees)

Company Name – Name of the prime contract 


On Site – Working within an agency building (e.g. RRB, Tech Hub, SA-26)

Contract # - All Contractor work under a contract number (should be the prime contract #)

Expiration Date – Date the prime contract will expire (e.g. xx/xx/xxxx)

Security Verification – Type of clearance


Network ID Only – In most cases Off Site contractor must provide their own E-mail.


Company E-Mail Address – Your current company E-Mail Address
AUTHORIZATIONS:
Signatures required by designated individuals


Supervisor/Management Official and AMS Officer – Required for all Washington users


System Manager/ Owner – Mission System Managers or Application Owner


System Security Officer – ISSO for Mission Access (mainly for mission Remote Access request)


UNIX System Administrator – UNIX System Owner
(The information on these 2 pages are required for all users requesting network access)
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	* Name:         
	* Date:      

	

	*                   
*
*                   

                   
	Job Title:
	     

	
	Direct Hire:
	 FORMCHECKBOX 

	** Contract Employee:
	 FORMCHECKBOX 

	Visitor: 
	 FORMCHECKBOX 
   
	Duration of Visit:       

	
	US Citizen:
	 FORMCHECKBOX 

	Foreign National:
	 FORMCHECKBOX 

	Mission Transfer
	 FORMCHECKBOX 


	
	Agency/Office/Bureau:
	     

	
	Business Address:
	     

	
	Office Phone:
	    -     -     

	

	* Action Type:
	Add:
	 FORMCHECKBOX 

	Change:
	 FORMCHECKBOX 

	Cancel:
	 FORMCHECKBOX 

	Revalidate:
	 FORMCHECKBOX 
       

	* Type of Access:
	Online:
	 FORMCHECKBOX 

	and\or  Remote:  
	 FORMCHECKBOX 

	Owner of Account :    
	 FORMCHECKBOX 

	Functional Account:
	 FORMCHECKBOX 


	

	System Access Platform

	

	LAN User ID:
	 FORMCHECKBOX 

	The ID will be created by IRM staff
	     

	

	UNIX User ID:
	 FORMCHECKBOX 

	The ID will be created by IRM staff
	     

	

	Remote Access

	

	Token Number:       
	Date Received:      

	Receivers Name (Print):       
	Signature:

	

	** Contract Employee
	Company Name: 
	     

	
	On Site 
	 FORMCHECKBOX 

	Off Site
	 FORMCHECKBOX 


	
	Contract #:
	     

	
	Expiration Date:
	     

	
	Security Verification:
	     

	
	Network ID ONLY:
	Yes 
	 FORMCHECKBOX 

	No
	 FORMCHECKBOX 


	
	Company E-Mail Address: 
	     

	

	* Authorizations Signatures:
	

	

	_     ______________________

Supervisor/Management Official
	__________     __________

Org Symbol
	_____     _____
Date


	_     ______________________
System Manager/Owner
	__________     __________

Org Symbol
	_____     _____
Date


	_     ______________________

System Security Officer
	__________     __________

Org Symbol
	_____     _____
Date


	_     ______________________

UNIX System Administrator
	__________     __________

Org Symbol
	_____     _____
Date


	_     ______________________

AMS Officer
	__________     __________

Org Symbol
	_____     _____
Date


	U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT DATA NON DISCLOSURE AGREEMENT
AN AGREEMENT BETWEEN  (Name of Individual - Printed or typed here)
AND THE UNITED STATES
1.  Intending to be legally bound, I hereby accept the obligations contained in this agreement in consideration of my being granted access to sensitive data.  As used in this Agreement, sensitive data is marked or unmarked

“sensitive but unclassified information” (SBU), including oral communications, that meets the standards set by Office of Management and Budget (OMB) Circular A-130 Appendix 3 and the U.S. Agency for International Development (USAID) Automated Directives System (ADS.)  I understand any data or systems of records protected from unauthorized disclosure by the provisions of Title 5, United States Code Sections 552 (often referred to as (“The Freedom of Information Act”) and 552a (“The Privacy Act”) is/are sensitive data.  In addition, other categories of information, including but not limited to medical, personnel, financial, investigatory, visa, law enforcement or other information which, if released, could result in harm or unfair treatment to any individual or group, or could have a negative impact upon individual privacy, federal programs, or foreign relations is sensitive data.  The term includes data, whose improper use or disclosure could adversely affect the ability of the Agency to accomplish its mission, as well as proprietary data and information received through privileged sources.  Data of this type which requires protection and limited dissemination must be designated by any official having signing authority for the material.  I understand and accept that by being granted access to sensitive data, special confidence and trust has been placed in me by the United States Government.

2.  I acknowledge I have been given access to USAID sensitive data to facilitate the performance of duties assigned to me for compensation.  I understand it is my responsibility to safeguard sensitive data disclosed to me, and to refrain from disclosure sensitive data to persons not requiring access for performance of official duties.  Before disclosing sensitive data, I must determine the recipient’s “need to know” or “need to access” sensitive data.

3.  I have been advised that any breach of this Agreement may result in the termination of my access to sensitive data, which, if such termination effectively negates my ability to perform my assigned duties, may lead to the termination of my employment or other relationships with the Departments or Agencies that granted my access.  I am aware unauthorized release or mishandling of sensitive data may be grounds for adverse action against me.  In addition, should I misuse records requiring protection under the Privacy Act I have been advised unauthorized disclosure of data protected by the Privacy Act may constitute a violation, or violations, of United States criminal law, and that Federally-affiliated workers (including some contract employees) who violate privacy safeguards may be subject to disciplinary actions, a fine up to $5,000.00, or both.

4.  I understand all sensitive data to which I have access or may obtain access by signing this Agreement is now and will remain the property of, or under the control of the United States Government.  I agree that I must return all sensitive data which have, or may come into my possession or for which I am responsible because of such access:

a) Upon demand by an authorized representative of the United States Government; or

b) Upon the conclusion of my employment or other relationship with the Department or Agency that last granted me access to sensitive data; or

c) Upon the conclusion of my employment or other relationship that requires access to sensitive data.

Unless and until I am released in writing by an authorized representative of the United States Government, I understand that all conditions and obligations imposed upon me by this Agreement apply during the time I am granted access to sensitive data, and at all times thereafter.

	


	Witness
	AcceptancePRIVATE 


	THE EXECUTION OF THIS AGREEMENT WAS WITNESSED BY THE UNDERSIGNED
	THE UNDERSIGNED ACCEPTED THIS AGREEMENT BEFORE ACCESSING SENSITIVE DATA OF THE UNITED STATES GOVERNMENT.

	Signature

     
	Date

     
	Signature

     
	Date

     


	USAIDW COMPUTER SYSTEM ACCESS AGREEMENT
This document outlines an agreement between the United States Agency for International Development (U.S. A.I.D.) and an Authorized Individual (User) requiring access to a U.S.A.I.D. Computer System.

   1.
I agree\acknowledge to abide by all U.S.A.I.D. policies and guidelines to protect U.S.A.I.D. systems from misuse, abuse, loss, or unauthorized access and agree to return all agency provided property upon leaving the agency.
   2.
I agree\acknowledge to process only Unclassified information.

   3.
I agree\acknowledge to protect my unique USERID, PASSWORD, and APPLICATION USER CODE.  Should I suspect compromise of my password, userid, or application user code, I will report the suspected compromise to the U.S.A.I.D. system administrator.  Passwords WILL be changed immediately upon suspicion of compromise.

   4.
I agree\acknowledge that I will NOT share userids, passwords, or application user codes.  Writing down of a userid, password, or application user code for personal use is PROHIBITED.

   5.
I agree\acknowledge NOT to enter my userid, password, or application user code in a file or record maintained in any automated system.

   6.
I agree\acknowledge to use/create a unique password containing of a minimum of eight (8) alpha numeric characters.  Passwords will be changed by the user at interval prescribed for the system.  U.S.A.I.D. reserves the right to change passwords or terminate access at any time.

   7.
I agree\acknowledge to LOG OFF at any time my terminal will be unattended.

   8.
I agree\acknowledge to give immediate notification to the U.S.A.I.D. system administrator when there is a change in my employee status and/or when access to the system is no longer required.

   9.
I agree\acknowledge to access only those applications for which access authorization by the U.S.A.I.D. System Administrator has been granted.

   10.
I agree\acknowledge that information acquired from access to a FEDERAL computer system may not be used for personal gain, profit, or publications without the PRIOR approval of the U.S.A.I.D. General Counsel.  
   11.   I agree\acknowledge to abide by this agreement knowing that any violation of established U.S.A.I.D. Policy, Procedures or Guidelines may result in administrative action, civil or criminal prosecution, or termination of employment.


	PRIVATE 
AGREEMENT

	PRIVATE 
_     ______________________
PRINTED NAME
	PRIVATE 
_     ______________________
SIGNATURE
	PRIVATE 
_
AGENCY/OFFICE

	PRIVATE 
_     ______________________
BUSINESS ADDRESS
	PRIVATE 
_     ______________________
BUSINESS PHONE NUMBER
	PRIVATE 
_
DATE

	PRIVATE 
PRIVACY ACT STATEMENT

	PRIVATE 
AUTHORITY
	50 U.S.C. 402 (Note), E.O.12333

	PRINCIPAL PURPOSE
	To allow the Agency to manage information pertaining to the users Account.

	ROUTINE USE
	Dissemination within the Agency for International Development

	DISCLOSURE OF INFORMATION
	Disclosure of this information is voluntary

	EFFECTS OF NOT PROVIDING
	Failure to provide information requested could result in the inability of the Agency to provide the User with a Userid or Password
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