





b) V ks closely with AID/Washington (AID/W) and AID/Washington/Chief
Information Office (AID/W/CIO) to establish information resource plans, projects, and
comprehensive short and long range strategies for Mission automation in compliance with
USAID standards and, with Mission Management, develop multiple yez

ion of new equipment, site preparation, software procurement ar X

¢) As Mission’s Alternate Information Systems Security Officer, is responsible for
managing and implementing the automated information system security program to protect
hardware, software, and Mission data from loss;

d) Schedules and supervises computer center site installations, including all maintenance and
repair for hardware, telecommunication and power control equipment, and environmental
support systems;

e) Where necessary, acquires contract support to assist in repairing computer equipment
and implementing automated systems and Mission IT training by developing scopes of work,
evaluating capabilities of prospective suppliers, advising on selection of contractors and
supervising contractors and contract staff;

) As Local Area Network (LAN) System Administrator, responsible for providing
optimal use of existing and new technology resources through a Local Area Network (LAN).
Supervises day to day network operations and maximizes system performance; provides
management advisory services, user support and training; developing, implementing, and
monitoring LAN Network protection system; and other related Local Area Network (LAN)
duties;

g) Responsible for operation and maintenance of server and desktop operating systems
(Windows, Linux, Macintosh Operating Systems (MacOS), iPhone Operating Systems (10S),
etc.). Backstop support for USAID corporate applications (Phoenix Viewer, American Electronic
Time and Attendance System (WinTA Systems), Executive Office application, Travel sys n,
Documentum, Electronic Personal Administrative Support System (WebPASS), etc.) with a
community of 40 Professional Computer (PC) nodes and 20 printers.

h) Supervises the development of programs and processes to facilitate the gathering,
storage and use of information;™

i) Responsible for designing, implementing and supervising Mission Information
Technology (IT) training for all users, managerial and operational personnel;

j) Accountable for the Information Technology (IT) portion of the non expendable
Property Inventory System;

k) Accountable for all Mission Professional Computer (PC) software, including ensuring
compliance with third party vendors copyrights laws;



1) Acts as liaison with AID/Washington, Mission /Chief Information Officer M/CIO)
other US Government agencies and Information Technology (IT) related contractors
(Uninterruptible Power Supply (UPs), electrical, etc.);

m) Responsible for the establishment and enforcc— “nt of Info.
A on Orders ying out policy and procedures relating to use of equipment within the
Mission;

n) Assist other Mission Agencies in Conakry and Freetown as requested and provide
advice to Technical/support offices and partners on automation planning, sourcing and
procurement.

o) Responsible for the Mission’s electronic telecommunication equipment (Internet Service
provider (ISP) link, Diplomatic Telecommunications Service Program Office (DTSPO) link
,Bandwidth usage, Voice over the Internet Protocol-Voice Over Internet Protocol (VoIP), email
traffic and Internet) .

p) Perform other duties as may be assigned by Executive Officer or Mission Director.

C. QUALIFICATIONS:

Education: (15 POINTS)

Completion of a four year University Degree or Bachelor or the host country academic
equivalent, in the fields of computer science, information systems management, or equivalent is
required.

Work Experience: (30 POINTS)

At least five years of progressively responsible work of a program, technical, or administrative
nature where emphasis is placed on analytical, judgmental, and expository abilities with respect
to the operation, management, and utilization of computer systems. At least one year in a senior
level position.

Knoy'-~1ge, Skills and Abilities: (40 POINTS)

. An expert knowledge of computer hardware, computer programming languages,
computer systems operations and their application, and the policies and the procedures relatives
to equipment requirements planning, acquisition, funding, and justification. Must possess
comprehensive knowledge of strategic objectives, projects, and organizations support, to discern
opportunities for increase support, and to resolve operational problem of such supported
organizations. Must possess extensive knowledge of the principles, techniques, and
methodologies involving computer system analysis, programming, operations, and related
aspects of telecommunications. Must possess knowledge of the principles of personnel, financial,
and equipment resource management.

. M 1 . iavalid crtificatic in Microsoft, C 1x, M

Management or Information Systems Security




. Position requires the ability to discuss complex concepts with line managers, users, and
other personnel and to related requirements to computer system capabilities; ability to effectively
deal with competing user requirements and to negotiate acceptable solutions: abilitv to
conceptualize objectives of assignments and to translate objectives ir ¢« \

pers sively before top management relative to system requirements and obtain
needed funding and program support; and ability to advise prospective users diplomatically of
system limitations or other priorities and to work out alternatives.

. Position requires exceptional interpersonal skills in order to gain acceptance of findings,
recommendations, and decisions relative to computer system operation and support. Must be
skilled in supervising a subordinate workforce and/or coordinating support services of vendor
representatives and contractors. Must be skilled in using administrative and technical reference
material, and relating information therein to technical aspects of management, e.g. systems
analysis, design of system architecture, development of standards for tests and evaluation, etc.
Must be skilled in applying rules concerning systems acquisition to insure acceptance by of
proposals headquarters..

Language: Level III in English and French are required. (15 POINTS)

D. POSITIONS ELEMENTS:

a) Supervision Received: Work is performed independently under the general supervision and
guidance of the Executive Officer, who outlines objectives and reviews accomplishments for
conformance with policy and furtherance of Mission goals.

b) Supervi-‘-n Exercised: Supervise one (1) professional level position.

c) Exercise of Judgment: Considerable judgment is required in the analysis of hardware and
software requirements, determinations as to procedures suitable for automation, advice and
assistance to managers, etc. Judgment is also required to balance must have or nice to have
applications and equipment against budget constraints and competing priorities.

d) A—-*---*y to Make Commitments: None.

e) “-*ire, Level, and Purpose of Contacts: Frequent and continuing contact with all levels
of Mission, Embassy and associated agency personnel, Contractors / vendors UPS and other
representatives in Conakry and Freetown, local electricians, etc..., to ensure Mission
requirements are met.

f) The incumbent must be willing to travel extensively and frequently to Sierra Leone









